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| Nuolatines studijos lFl 16 | o | 16 | xn | 18 | 160 |
| IStestinés studijos | I | | | | | | |
Modulio tikslas

Igyti gilesniy kompiuteriy sistemy sudarymo bei taikymo konkreciy uzdaviniy sprendimui ziniy, reikalingy moksliniams tyrimams saugiy kompiuteriy
sistemy ir informacijos apsaugos srityse.

Aim of module

To acquire a deeper knowledge about computer system design and application for advanced research in the field of computer and information security.
Suteikiamos Zinios ir gebéjimai

Doktorantas gebés kurti saugias kompiuteriy sistemas, jy aparating bei programing jrangg ir pritaikyti turimy kompiuteriy sistemy resursus naujoms
imoniy reikméms; jgis organizaciniy apsaugos priemoniy taikymo Ziniy; gebés teoriSkai suprasti informacijos apsaugos kompiuteriy sistemose
principus, slaptumo ir vientisumo uztikrinimo modelius; gebés modeliuoti ir jvertinti kompiuteriy sistemos sauguma; gebés aiskiai rastu bei zodziu
perteikti saugiy kompiuteriy sistemy kiirimo problemas ir jy priezastis kolegy bei ne specialisty auditorijai.

Provided knowledge and skills

PhD student will be able to design secure computer systems, their hardware and software and to adapt an existing computer systems resources to new
business needs; acquire knowledge of organizational information security measures; will be able to understand computer systems information security
theoretical principles, confidentiality and integrity assurance models; will be able to simulate computer system security; will be able to submit secure
computer systems design problems and their causes clearly and correctly in written and oral forms for various audiences.

Modulio anotacija

Igyjamos teorinés ir praktinés zinios apie Siuolaikines kompiuteriy sistemas, jy saugumo uztikrinimo priemones ir mechanizmus. I§mokstama
modeliuoti kompiuteriy sistemy sauguma taikant jvairius modelius ir programy paketus. Gilinamasi j kompiuteriy sistemose kylanc¢iy incidenty
aptikimo, analizés ir valdymo klausimus.

Module annotation

Acquire theoretical and practical knowledge about modern computer systems, their security tools and mechanisms. Learn how to model computer
system security using various methods and applications. Focus on computer systems security incident detection, analysis and management issues.
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Savarankis$ko darbo turinys

Sav. darbo apimtis vienai uzduociai Uzduociy skaiius IS viso valandy
Uzduoties pavadinimas .. Priimta
Rézis NLS) | 1(S) I(T) | NL(T) NL(S) | I(S) I(T) [ NL(T) | NL(S) | IS) I(T) | NL(T)
Pasirengimas atsiskaitymui 16-40 40 1 40
INamy darbas 424 6 3 18
IMokslinis seminaras 20-60 35 2 70

Savarankisko darbo grafikas

uzduoties pateikimo(*) ir atssikaitymo(+) savaité

UZduoties tipas 1] 23 4]5]6] 78 9] w11 ]iz]3[14]15]16]17]18]19] 20

Nuolatiné Namy darbas x| 1
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Nerijus Paulauskas

Doktorantiiros komisijos nutarimas

1. Modulis atestuojamas

2. Modulis skirtas mokslo krypciai: Elektros ir elektronikos

3. Modulio atestacija galioja:  nuo 2024-09-01 iki 2028-08-31
Modulj atestavo
Mokslo krypties doktorantiiros komisijos pirmininkas (vardas, pavardé)
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B dalis

Modulio pavadinimas

Kompiuteriy sistemos ir juy apsauga

MODULE CARD

Kompiuterijos ir rySiy technologiju katedra

Module title

Computer System Security

VILNIUS GEDIMINAS TECHNICAL UNIVERSITY STUDY

Modulio kodas Kreditai Atsiskaitymo forma
Fakultetas Katedra Modulio Nr.* 18 viso: 18 jy: KD, KS, KP I,EL, E2, E, BE,BD, TD, A KD, KS, KP
lE|L|K[R] 19311 | 6 | 0 | E | |
* modulio registracijos numeris katedroje
Studijy forma Paskaitoms Lab. darbams Pratyboms  Aud. darbui  Sav. darbui I§ viso
| Nuolatinés studijos | F | 16 | 0 | 16 | 30 128 160 |

| IStestinés studijos

List of the Course lecture topics

Lecture topics

Number of hours

NL(S)| I(S) | I(S) [NL(T)
1. Principles of Computer Security. Security Metrics 2
2. Security Threats and Risks 2
3. Computer System Security Measures and Techniques 2
4. Access Control and Management 2
5. Formal Models for Computer Security 2
6. Secure Data Transmission 2
7. Incident Response. Intrusion Detection and Prevention Systems 2
8. Fundamental Security Design Principles 2
In total: 16
List of the Course exercise topics
Number of hours
Lecture topics
NL(S)| I(S) | I(S) [NL(T)
1. Methods of Anomaly Detection in Computer Network 4
2. Computer Network Data Preprocessing, Exploratory Data Analysis and Data 4
Transformation
3. Methods of Computer Network Data Classification, Clustering and Prediction 4




4. Model Evaluation Techniques

In total:

16
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Modulj atestavo
Mokslo krypties doktorantiiros komisijos pirmininkas (vardas, pavardé)
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