VILNIAUS GEDIMINO
TECHNIKOS UNIVERSITETAS
INFORMACINIY TECHNOLOGIJY
IR SISTEMU CENTRAS

DVIEJU FAKTORIU AUTENTIFIKACIJOS (MFA) KONFIGURAVIMAS

Dviejy faktoriy autentifikacija (2FA, MFA), kartais vadinama dviejy veiksniy
autentifikacija arba dviguba autentifikacija, yra saugumo procesas, kai vartotojo atpazinimui
reikalingas daugiau nei vienas tapatybés nustatymo biidas. Sis procesas reikalingas siekiant geriau

apsaugoti vartotojy duomenis ir iSteklius, kuriais vartotojas siekia pasinaudoti.

Zemiau pateiktiems veiksmams atlikti, Jiisu mobiliajame jrenginyje bei kompiuteryje yra

reikalinga interneto prieiga.

e Studentams: naudokite Studento el. pasto adresg ( vardas.pavarde@stud.vilniustech.It )

e Darbuotojams: naudokite su Darbuotojo el. pasto adresa ( vardas.pavarde@vilniustech.It )

e Jeigu esate tiek VILNIUS TECH darbuotojas, tiek VILNIUS TECH studentas, tuomet 2FA
reikia konfigaruoti studento bei darbuotojo paskyrai.

NarSykleje atidarykite Sig nuoroda, kad buty pradétas 2FA konfigiliracijos procesas:
https://aka.ms/mfasetup



https://aka.ms/mfasetup

Prisijungimo lange ( https://aka.ms/mfasetup ) jveskite darbuotojo ar studento el. paSto adresa
bei slaptazod;:

o= Microsoft
Sign in

vardas.pavarde@vilniustech.lt

leigu esate studentas: vardas.pavarde@studvilniustech. |t
Can't access your account?

Next

Spauskite Next, kad biity pradéta 2FA konfigiracija:

B Microsoft

B2 viniustech.It

leigu esate studentas bus rodoma: vardas.pavarde@studvilniustech.lt

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more



https://aka.ms/mfasetup

Pasirinkite norimg autentifikacijos metodg:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

6 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to set up a different method

SaraSe galite pasirinkti tarp programélés bei telefono numerio. Privaloma pasirinkti bent
vieng, taciau galima konfigtiruoti ir 2 autentifikavimo metodus.

Pasirinkite norimg metodg ir patvirtinkite pasirinkimg (Confirm/Patvirtinti):

Choose a different method X

Which method would you like to use?

Choose a method

Phone

Authenticator app




2FA konfigiiracijos Zingsniai jei pasirinkote programéle Kkaip
autentifikavimo metoda

Konfigiiracija naudojant Tel. nr. pateikta Zemiau instrukcijoje. Zingsnis ,,2FA konfigiiracijos
zingsniai naudojant telefono numerj kaip autentifikavimo metoda®.

Atsisiyskite programele, kurios ikona yra $i:
Nuorodos atsisiuntimui:

o Google play (Android):
https://play.google.com/store/apps/details?id=com.azure.authenticator&gl=us

o Apple store (iO0S):
https://apps.apple.com/us/app/microsoft-authenticator/id983156458

Paleiskite programéle. 2FA konfigiiracijos metu i$ programeélés iSeiti nereikia ir kity
programuy (atidaryti nereikia):

e Paspauskite Allow, kad telefone biity gaunami praneSimai apie prisijungimg prie Jusy
paskyros;

e Pasirinkite Add account (pridéti paskyrg) arba pasirinkite pliuso Zenklg ekrano virSuje;

e Pasirinkite Work or school account (Organizacijos paskyra)

e Pasirinkite Scan a QR code (Skenuoti QR koda)

o XU BA% @ 1352 M

Authenticator

Add account

What kind of account are you adding?

=. Personal account ®
=. Wark or school account @

o Other account (Google, Facebook,
N etc)

Let's add your first account!

For further assistance, see the Help
section in the menu.

Already have a backup?
Allow Authenticator to send you notifications? Sign in to your recovery account.

Allow Begin recovery

Don't allow
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Authentic.. Passwords Payments Ad es Verified IDs
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https://play.google.com/store/apps/details?id=com.azure.authenticator&gl=us
https://apps.apple.com/us/app/microsoft-authenticator/id983156458

e Microsoft Authenticator programélés pagalba skenuokite kompiuterio ekrane matomag
QR kodg (papildomai kameros programeélés paleisti nereikia. QR kodo skenavimas
atliekamas naudojant Authenticator programéle)

e Sékmingai nuskenavus koda matysite praneS§ima, jog paskyra pridéta, taciau po Siy
veiksmy atlikimo privaloma padaryti pirma testinj patvirtinimg (pateikta toliau
instrukcijoje)

14:22 1404 B

< Add account Authenticator

Your account provider will display a QR code. Vilniaus Gedimino technikos universit

I G vilniustech. it

Add work or school account

Eg Scan a QR code

(® Account added successfully

Signin

CANCEL

(]
OR ENTER CODE MANUALLY ﬁ P = @ m..

Authentic... Passwerds Payments  Addresses  Verified IDs
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Po sekmingo QR kodo skenavimo bei paskyros pridéjimo j programéle spauskite Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”,

Can't scan image?

| -

| want to set up a different method

Po Next paspaudimo kompiuterio ekrane matysite prane§ima, jog telefone reikia
patvirtinti prisijungima prie Jsy paskyros:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app.

| want to set up a different method




Telefone patvirtinus prane$img, kompiuterio ekrane bus matomas praneSimas, jog
prisijungimas buvo s¢kmingai patvirtintas. Spauskite Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Motification approved

v/
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| want to set up a different method

Spauskite Done.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great Job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=\
Microsoft Authenticator




Po sékmingos konfigtiracijos bisite nukreipti j puslapj, kuriame galite pridéti kita,
papildoma autentifikavimo metoda (tai atlikti nebitina).

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Alternate phone

Office phone

Ateityje pakeitimus dél savo paskyros 2FA konfigiiracijos galite atlikti naudodami Sia
nuorodg: https://mysignins.microsoft.com/security-info

2F A konfigiiracija naudojant Microsoft Authenticator programéle baigta.


https://mysignins.microsoft.com/security-info

2FA konfigiiracijos Zingsniai naudojant telefono numerj Kkaip
autentifikavimo metoda

Patvirtinkite pasirinkimg atlikti autentifikacijg naudojant telefono numerj (Confirm):

Choose a different method X

Which method would you like to use?

Phone \/ |

IS saraso pasirinkite, kokiai $aliai priklauso Jusy telefono numeris.

Jei tai yra lietuviSkas numeris, tuomet j laukelj deSinéje ji reikia jrasyti tokiu
formatu: 61234567. Numeris biitinai turi prasidéti skai¢iumi 6.

+370..., 86... ir kiti formatai, kurie buvo jrasyti i laukeli, yra netinkami:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone.

What phone number would you like to use?

l Lithuania (+370) & 61234567

@ Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

| want to set up a different method



Paspaude Next reikés jraSyti automatiskai generuojamus simbolius (raides, skaicius),
pateiktus paveiksliuko formatu (captcha). Svarbu pateikti didzigsias ir mazasias raides kaip
pavaizduota.

Kai gausite skambutj Jiisy bus paprasyta (angly ar lietuviy kalba) patvirtinti arba
atSaukti prisijungima. Jei prie paskyros Siuo metu nesijungiate, reikéty paspausti 0 (nulj), tuomet
paskyra 2FA paskyra bus blokuojama, jei Siuo metu jungiatés Jus — reikia pasirinkti groteles #
(angl. Pound key). Po to, kai paspausite groteles # (Pound key), Jasy prisijungimas bus patvirtintas.
Pasirinkite Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

° Call answered. Your phone was registered successfully.

Pasirinkite Done.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

Phone
+370 (.




Po sékmingos konfigtiracijos busite nukreipti j puslapj, kuriame galite pridéti kita,
papildoma autentifikavimo metoda (tai atlikti nebutina):

Add a method

Which methed would you like to add?

Choose a method

Authenticator app
Alternate phone

Office phone

Ateityje pakeitimus dél savo paskyros 2FA konfigiiracijos galite atlikti naudodami Sia
nuorodg: https://mysignins.microsoft.com/security-info

2F A konfigiiracija, naudojant telefono numerj kaip autentifikavimo metods, baigta.

Jei turite klausimy, registruokite kreipinj portale https://pagalba.vilniustech.lt/ , pasirinkite skiltj IT pagalba.



https://mysignins.microsoft.com/security-info
https://pagalba.vilniustech.lt/

