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DVIEJU FAKTORIU AUTENTIFIKACIJOS (MFA) KONFIGURAVIMAS

Dviejy faktoriy autentifikacija (2FA, MFA), kartais vadinama dviejy veiksniy autentifikacija
arba dviguba autentifikacija, yra saugumo procesas, kai vartotojo atpazinimui reikalingas daugiau
nei vienas tapatybés nustatymo biidas. Sis procesas reikalingas sickiant geriau apsaugoti vartotojy
duomenis ir iSteklius, kuriais vartotojas siekia pasinaudoti.

Naudodamiesi nuoroda (1 nuoroda) s€ékmingai sukonfigiiruosite dviejy faktoriy autentifikacija:
1 nuoroda: https://aka.ms/mfasetup

Zemiau pateiktiems veiksmams atlikti, Jasy mobiliajame jrenginyje yra reikalinga interneto

prieiga.

Paspaude nuoroda (1 nuoroda) buisite nukreipti j prisijungimo puslapj (1 pav.).

» Studentams: prisijunkite su Studento el. pasto adresu ( vardas.pavarde@stud.vilniustech.lt ).

» Darbuotojams: prisijunkite su Darbuotojo el. pasto adresu ( vardas.pavarde@vilniustech.lt ).

Zemiau pateiktas langas, kuriame turite jrasyti savo el. pasto adresa (1 pav.):

= Microsoft
Sign in

vardas.pavarde@stud.vilniustech.it

No account? Create one!

Can't access your account?

Next

Q Sign-in options

1 pav. Prisijungimas prie paskyros


https://aka.ms/mfasetup
https://aka.ms/mfasetup
https://aka.ms/mfasetup

Sékmingai prisijunge prie paskyros spaudziame Next (2 pav.):

BT Microsoft
vardas.pavarde @studvilniustech/t

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

2 pav. SpaudZiame Next
Konfigliruojame nustatymus (3 pav.):
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Secure your account by sdding phone verification to your password, View video to know how to secure your account

Step 1: How should we contact you?

[ Mobile app “1] L.

— How do you want to use the mobile app!-

@ Receive notifications for verification

To use these verification methods, you must set up the Microsoft Authenticator app.

Please configure the mobile app.

X

3 pav. Dviejy faktoriy autentifikacijos konfigiiravimas

Next



1. Renkamés mobiligjg programéle (Mobile app)

2. Pazymime varnele

3. Spaudziame Set up. Paspaudus $j mygtuka, Jums bus sugeneruotas QR kodas, kurj turésite
nuskenuoti naudodami mobilig programeéle

» Atsisiyskite Microsoft Authenticator programéle savo telefone i§ Google Play Store

(Android OS) arba Apple App Store (Apple iOS)

* I paieska jrasykite ,,Authenticator*

Programélés piktograma atrodo taip (4 pav.):

~\

24

4 pav. Microsoft Authenticator programeélé

1. Idiekite programéle mobiliajame jrenginyje
2. Paleide programélg pasirinkite Scan a QR code

3. Naudodami programéle skenuokite QR kodg (5 pav.):

Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Andreid or i0S.
2. In the app, add an account and choose "Work or school account”.

3. Scan the image below.

If you are unable to scan the image, enter the following infermation in your app
Code: 123 456 789

Url:  https://mobileappcommunicator.auth.microsoft.com/mac/MobileAppCommunicator.svc/123456789

If the app displays a six-digit code, choose "Next'

Next cancel

5 pav. QR kodo skenavimas

Yra tikimybe¢, jog QR kodas nebus nuskenuotas i§ pirmo karto, todél biisite nukreipti j kita langa,

kuriame turésite jvesti kodg bei URL nuorodg (6 pav.). Taip pat galite paspausti Cancel bei



paspausti Set Up dar kartg — bus sugeneruotas naujas QR kodas, kurj galite skenuoti dar karta

naudodami programéle:

¢ are unable to scan the image
ode: 123 456 789
bileappcommunicator.auth.microsoft.com/mac/MobileAppCommunicator.sve/1 23456789

6 pav. Kodas bei URL nuoroda

» Kai naudodami Microsoft Authenticator programéle nuskenavote QR koda (jeigu nepavyko

— | programéle jvedéte kodg ir URL nuorodg), spaudziame Next (6 pav.).

* Telefone turétuméte gauti pranesima apie reikalinga paskyros aktyvavima. Su praneSimu

sutikite.

* Kitame zingsnyje pasirenkame S$alj (Lietuva/Lithuania) (7 pav.) O Nurodykite savo

mobiliojo telefono numerj (7 pav.):

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: In case you lose access to the mobile app

Lithuania (+370) v | [61232567

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2021 Microsoft Legal | Privacy

7 pav. Papildoma apsauga dél paskyros praradimo iSvengimo



» Spauskite Done
* Bisite nukreipti ] kit langg, kuriame praSoma savo mobiliajame jrenginyje (Microsoft
Authenticator programéléje) patvirtinti prisijungima

* Mobiliajame jrenginyje (Microsoft Authenticator programel¢je) sutikite su praneSimu

B8 Microsoft
vardas.pavarde @stud.vilniustech.It

Approve sign in request

© Open your Microsoft Authenticator app and
approve the request to sign in.

:I can't use my Microsoft Authenticator app right now

More information

8 pav. Prisijungimo prie paskyros patvirtinimas

Mobilioje programéléje patvirting prisijungimg busite nukreipti i langg, kur matysite
dviejy faktoriy autentifikacijos (MFA) apibendrinimg (9 pav.). Jame galite keisti pagrindinius

nustatymus.

When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password
View video to know how to secure your account

what's your preferred option?

We'll use this verification option by default.

[ Notify me through app v]

d you like to respond?
Set up one or more of these options. Learn more
Authentication phone * | Lithuania (+370) v 61234567

[0 Office phone (do not use a Lync

phone)
¥ Extension

[ Alternate authentication phone

Authenticator app or Token Set up Authenticator app

Save cancel

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2021 Microsoft Legal | Privacy

9 pav. Dvieju faktoriy autentifikacijos (MFA) nustatymy apibendrinimas



Jei tenkina visi Jasy konfigtiruoti nustatymai, §iame lange jokiy veiksmuy atlikti nereikia. Galite atsijungti
nuo paskyros ir i§jungti §j langg (deSinéje ekrano puséje, virSuje matysite savo el. pasto adresg. Paspauskite

ant jo ir pasirinkite Sign out).



